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Abstract Mobile ad hoc social networks are self-
configuring social networks that connect users using mobile
devices, such as laptops, PDAs, and cellular phones. These
social networks facilitate users to form virtual communities
of similar interests or commonalities. This paper proposes
semantics-based mobile social network (SMSN), a novel
framework of a fully functional mobile ad hoc social
network that incorporates semantics of users’ social data.
SMSN provides effective and efficient solutions to social
network construction, semantics-based user profile match-
ing, multi-hop semantics-based routing, and privacy man-
agement. Moreover, SMSN is rigorously benchmarked
using an elaborate simulation setup and released as a
prototype system that can be run on cellular phones. Due to
its generality, SMSN can be applied to a wide range of
critical applications, such as disaster-recovery, homeland
security, and personnel control.

Keywords social networking - semantics - mobile ad hoc
network - security - privacy

J. Li (B<)

Department of Computer Science, North Dakota State University,
Fargo, ND 58108, USA

e-mail: j.li@ndsu.edu

H. Wang

Department of Computer Science, Stevens Institute of Technology,
Hoboken, NJ 07030, USA

e-mail: hui.wang@stevens.edu

S. U. Khan

Department of Electrical and Computer Engineering,
North Dakota State University,

Fargo, ND 58108, USA

e-mail: samee.khan@ndsu.edu

Published online: 14 June 2011

1 Introduction

Over the past several years we have witnessed an
enormous interest in social networks, such as Facebook,
Myspace, Flickr, YouTube, LinkedIn, and Yahoo!360.
Social network users independent of their physical local
can build new or participate in existing online digital
communities that share similar interests. Simultaneously
to the surge of social networking, mobile devices, such
as laptops, PDAs, and cellular (smart) phones, have been
widely used. A natural trend is to integrate social
networks with mobile devices. For example, MySpace
and Facebook have provided limited versions of their
services on mobile phones. Other websites, such as
Plazes [41], Dodgeball [8], Jaiku [17], and Bluepulse
[4], provide social network services to mobile users only.
In these systems, users interested in accessing the social
networking applications can use their mobile devices
while on the go. Most of such social networks only
consider using mobile devices as tools to access the pre-
existing social networks and rely on the centralized
management paradigm.

In practice, instead of pre-built social networks, there
exists tremendous need of building social networks spon-
taneously from mobile devices. The construction of such
social networks over mobile devices in the events or at
locations, such as conferences, expositions, galleries,
stadiums, and restaurants enable people to communicate
and share their experiences without the need to have
Internet access and with minimum required infrastructure.
These networks shift from the existing social networking
archetype towards a mobile ad hoc network (MANET) that
potentially connects all types of devices that are equipped
with short-range communication medium, such as Blue-
tooth and Wi-Fi.
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Unlike traditional social networks in which social
communities are pre-built from real-world relationships,
users in spontaneous mobile social networks are automat-
ically grouped by their social behaviors. This raises the
challenge of discovering users of similar social patterns that
acts as the basis of the network infrastructure. There exist
applications, for example, Jambo Networks [18], Nokia
Sensor [33] and MobiLuck [31] that support construction of
spontaneous social network. In these systems, users are
required to input keyword-based profiles. The discovery of
friendship is based on mapping of keywords in user
profiles. However, the network may consist of various
types of mobile devices (with each equipped with different
applications); as a consequence, data in the network will
likely be of diverse formats. Therefore, the keyword-based
matching mechanism cannot effectively discover social
patterns from heterogeneous user profiles. Moreover, users
may use different vocabularies and categorizations. This
adds additional complexity of analysis on large-scale,
heterogeneous data to discover hidden social communities.

To circumvent the above mentioned problems, we
propose a semantics-based mobile social network frame-
work (SMSN). In SMSN, mobile devices store user social
profiles including their interests, and hobbies. Some data of
the profile can be extracted from the applications being
executed on mobile devices. By the analysis of the profiles,
communities of users of similar interests are discovered and
automatically constructed. A major component of SMSN is
the semantics-aware matchmaking and discovery mecha-
nism, by which the similarity measurement of user profiles
is equipped with rich Semantics-based reasoning. Our
proposed semantics-based matchmaking adds machine-
accessible semantics to the system. It uses ontology to
analyze user profiles and application data that enables the
inference of relationship and similarity between users and
resources. Therefore, it allows the exchange of heteroge-
neous social data without loss of meaning between various
applications and/or user profiles of diverse types, and
greatly improves the interoperability between diverse
devices and data.

In many cases, it is necessary to construct large-scale
social networks connecting more users. Therefore, devices
must be connected with each other forming a multi-hop
network. Unfortunately, existing spontaneous mobile social
networks [18, 31, 33] are exclusively confined to single hop
access that is within the transmission range as provided by
Wi-Fi and Bluetooth. In a multi-hop ad hoc network to
discover friends, the most straightforward way is broad-
casting. However, broadcasting-based transmission typically
results in extremely poor performance even for medium-size
networks. Moreover, due to mobility, limited battery power,
constrained bandwidth, lack of centralized control, and
specialized infrastructure demand, an ad hoc social network
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poses new design challenges compared to conventional web-
based social networks. SMSN addresses these challenges and
ensures the scalability and efficiency by proposing a
semantics-based multi-hop routing protocol for social net-
work construction and query forwarding. Our proposed
scheme avoids redundant flooding and reduces the system
overhead by integrating semantics-aware discovery with the
underlying ad hoc routing layer. This integration maxi-
mally exploits the interactions between the overlay
routing and physical routing protocols to optimize the
routing performance.

Below we enumerate the specific contributions of SMSN.

*  We propose an ontology model to define user profiles
that adds semantics to the mobile social network, thus
improving the expressiveness and interoperability of the
system.

*  We propose a comprehensive profile matchmaking
scheme that accurately measures the similarities between
different users in the semantic level.

*  We design a novel resource discovery routing protocol
that integrates the logical overlay network routing with
the physical ad hoc network routing.

*  We propose a privacy preserving mechanism for profile
matching to prevent releasing user’s sensitive data when
user profiles are exchanged for similarity measurement.

*  We conduct comprehensive simulation experiments to test
different aspects of the designed system and implement a
prototype system to demonstrate feasibility.

The rest of the paper is organized as follows. Section 2
describes the architectural and system design of the SMSN
system, including the details of profile generator, semantics-
based user profile matchmaking, semantics-based multi-hop
routing, and privacy-preserving user profile matching. In
Section 3, we evaluate the proposed method and show the
effectiveness of SMSN with a comprehensive set of
simulations. Related work and concluding remarks are
provided in Sections 4 and 5, respectively.

2 System design
2.1 Overview

The system architecture of the proposed SMSN is depicted
in Fig. 1. SMSN consists of two layers: (a) a physical ad
hoc network layer and (b) a virtual social network layer.
Devices in the ad hoc network layer are assumed to be
equipped with wireless interfaces (e.g., WiFi, Bluetooth)
that must support ad hoc communication mode. Nodes in
the (virtual) social network layer are connected via virtual
links. Each virtual link corresponds to a communication
path that may be composed of several physical hops. Nodes
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Fig. 1 System overview

connected via virtual links are referred to as friends. Once
friends are established, they can perform social operations,
such as sharing resources, sending messages, and browsing
profiles of other SMSN users.

To materialize the functionality of mobile social network,
the proposed SMSN system architecture consists of four
main components:

(a) profile generator that defines user and/or resource
profiles with their semantics integrated. On basis of
built-in semantics, the profiles contain extensible
information such as user identifications, roles, and
preferences. The profiles may also keep dynamic
context information such as location and state infor-
mation obtained from device sensors.

(b) matchmaker that intelligently matches profiles keyed by
their similarities, so that users with similar interests can be
connected as potential friends at the social network layer.
The matchmaking is semantics-based, i.¢., it matches the
meanings of the profiles not the terms. For example, users
interested in “mobile wireless network™ can be matched
with users interested in “ad hoc network”, even though
they do not have matching keywords.

(c) routing controller that effectively and efficiently dis-
covers friends and preferred resources in a large-scale
network. In particular, we design a novel semantics-
based multi-hop query routing controller called SDV
(semantic distance vector routing). With small overhead
for computing the right routes, SDV is bandwidth- and
energy- efficient.

(d) privacy manager that enables participants to have full
control over their preferred anonymity, which allows
their personal information to be set on different privacy
levels. Further, the privacy manager supports privacy-
preserving profile matching so that user profiles are
matched without revealing any private information.

The aforementioned components work in concert to lay
the foundations of a general purposed mobile ad hoc social
network. Below we detail the four essential components.

2.2 Ontological profile generator

User/resource profile is a crucial element of the SMSN
infrastructure. Our goal of devising an effective profile
scheme is to make it detailed enough, so that users can
express various kinds of queries, and structured enough, so
that the system is capable of efficiently locating the relevant
users and resources. Moreover, profiles must be able to
express the machine-executable semantic meaning of user/
resource information. In consequence, our design of
profiles requires shared representations of knowledge as
the basic vocabulary from which profiles can be asserted.
An ontology, “a shared and common understanding of a
domain” [13], is precisely intended to convey that kind of
shared understanding. Therefore, we use ontology to
represent user and resource profile. The ontology-based
representation is more expressive and less ambiguous
than a keyword-based representation [27]. It provides an
adequate grounding for the representation of coarse- to
fine-grained user interests and is able to deal with the
subtleties of user preferences. In addition, the ontology
provides formal, machine-executable meaning on the
concepts. Moreover, ontology standards support inference
mechanisms that can be used to enhance semantic
matchmaking.

To cope with the openness and extensibility require-
ments, we adopt two W3C recommendations: the Resource
Description Framework (RDF) [43] and the Web Ontology
Language (OWL) [35] as our ontology language. We
describe the ontology profile in OWL-DL [35]. In partic-
ular, we separate the profile definition into two parts: the
terminological box (T-Box) and the assertion box (A-Box)
as defined in the description logic terminology [2, 28]. The
T-Box is a finite set of terminological axioms, which
includes all axioms for concept definition and descriptions
of domain structure. The A-Box is a finite set of assertion
axioms, which includes a set of axioms for the descriptions
of concrete data and relations.

In SMSN, the T-Box ontology defines the common
understanding for all the important concepts and their
relationships. For the creation of the T-Box ontology we
adopted a top-down approach; first we select important
general concepts, which were later enriched and special-
ized. We adopt some concepts from FOAF [14], such as
Person, Interest, Image, Name, Gender; however, we do
add more dynamic concepts, such as current activity,
current terminal, location, motion state and orientation.
Addition of such important concepts enables us to
effectively capture the mobility aspect in SMSN. Our
principle in T-Box ontology design is to create a general
yet extendable ontology that will be able to adapt to the
needs of every application. Figure 2 depicts a part of the
high-level picture of our proposed T-Box profile ontology.
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Fig. 2 Part of the T-Box ontology of the user profile

With the defined T-Box ontology, users can define their
individual A-Box ontology by instantiating the T-Box. In fact,
ontological user profile is an annotated instance of the
reference T-Box ontology. Figure 3 shows an example of A-
Box instances that are based on the T-Box ontology defined
in Fig. 2. The salient feature of the semantic user profiles is
that they can be used in a wide variety of completely different
applications. Because the user carries his/her profile along
with his/her mobile devices, user profiles are independent of
any specific social network. We also would like to point out
that the proposed ontology-based profiling can be utilized in
several other applications, such as homeland security profil-
ing, inmate profiling, and border security profiling.

To simplify the representation, we store the OWL user
profiles in the form of <subject, predicate, object> expres-
sions, called triples in RDF terminology. The subject denotes
the resource which has a Universal Resource Identifier (URI).
The predicate denotes traits or aspects of the resource and
expresses a relationship between the subject and the object.
The object is the actual value. In real scenarios, some users
are not willing to spend much time describing their detailed
information to the system. Our profile matchmaking mech-
anism overcomes this problem by expanding the initial
information stored in user profiles through explicit semantic
relations with other concepts in the ontology. This shows
another advantage of using ontology-based profiles over the
keyword-based profile representations. We must note that due
to the fact that the present mobile devices (e.g., cell phones,

<Person rdf:about="#Jen">
<name>Jen Li</names>
<affliation rdf:resource="#NDSU"/>
<hasInterest rdf:resource="#Data mining"/>
<hasInterest rdf:resource="#p2p Networking"/>
<involveIn rdf:resource="#VLDB2009"/>
<friendOf rdf:resource="#Wendy"/>

</Person>

<Confernece rdf:about="#VLDB2009">
<hasArea rdf:resource="#Core Database"/>

<hasArea rdf:resource="#Data mining"/>
</Conferneces>

Fig. 3 Part of the T-Box ontology of the user profile in OWL
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PDAs, etc.) intend to be equipped with large memory space,
it is feasible to store the ontology on these devices.

To protect their privacy, users can specify parts of their
profile data as private, so that others cannot access these
parts. But this causes the challenge of matching user profile
without revealing the private data. We will elaborate on our
proposed solution to this issue in Section 2.5.

2.3 Profile matchmaker

The SMSN matchmaker component matches (a) user profiles
and (b) queries and resources by their semantic similarity.
Compared with simple keyword-based matching approach,
the SMSN matchmaker is able to overcome differences in
vocabularies and support inference mechanisms. For instance,
users interested in “mobile networks” (superclass of “ad hoc
network™) can be matched with users interested in “ad hoc
networks”. Conversely, a user interested in “peer-to-peer
computing” (subclass of “distributed systems”) can also be
inferred to be potentially interested in “distributed systems”.
Moreover, a user interested in knowing more about “China”
can also be assumed to be interested in knowing more about
its capital — Beijing. These inference characteristics are
exploited in our profile matching model.

Profile matching is implemented by calculating the
similarity between profiles to be matched. Computing the
semantic similarity between two objects is very challeng-
ing. Technologies, such as natural language processing,
information integration, and graph matching, are in need to
measure the similarity of the syntactical, structural, and
semantic aspects of the ontology data. There has been
extensive research [19, 25] focusing on measuring the
semantic similarity between two objects in the field of
information retrieval and information integration. However,
their methods are very comprehensive and computationally
intensive, and thus not suitable to mobile wireless devices.
In this paper, we take advantage of the profile ontology and
propose a simple mechanism to compute the semantic
similarity between two profiles. As a result, profile
matching can be performed in the mobile ad hoc network
in which devices have limited computing capacity and
bandwidth.

2.3.1 Instance projection

As mentioned, user profiles are represented as instances (A-
Box) of the profile ontology. A naive way to match user
profiles is to match their corresponding A-Boxes. However,
due to diversity and the potentially large number of instance
elements, profile matching on instance (A-Box) level can be
very complex and sensitive to vocabularies. Such challenges
can be addressed by mapping the particular instance to the
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shared T-Box ontology. This is based on the idea that, on a
semantic level, similar instances (A-Box individuals) should
behave similarly with respect to the same concepts (T-
Box class or properties). The rationale is to compare
individuals on the grounds of their corresponding
concepts, which correspond to nodes and edges of the
T-Box graph. Therefore, the first step of our matching
mechanism is to project A-Box on the instance level to
the T-Box on the concept description level before
comparing them (recurring to the notion of the most
specific concept [38] of an individual with respect to the
ABox). This projection from A-Box to T-Box requires the
entailment of an assertion (instance-checking). In Fig. 4,
two user profiles represented as A-Box instances are
projected to the reference T-Box ontology. In this way,
ontology distance can be computed with respect to the
same T-Box ontology graph. This greatly reduces the
complexity of computing the semantic distance of user
profiles.

2.3.2 Profile similarity measurement

Through projection, the instance level profile matchmaking is
converted to a problem of computing semantic similarity
between sub-graphs of the T-Box ontology. A number of
approaches have been proposed to determine the similarity of
two objects. They can be divided into two categories: distance-
based approaches and information content-based approaches.
The distance-based approach [29, 38, 42] is to find the
shortest path between two concepts in terms of number of
edges in a ontological graph; the distance of the shortest path
corresponds to the semantic distance between these two
concepts. Information content-based approaches [19, 48] are
inspired by the perception that pairs of words which share
many common contexts are semantically related. Thus the
basic idea of these methods is to quantify the frequency of the
co-occurrences of words within various contexts. Because our
similarity computation is based on a common ontology graph,
the distance-based approach is more suitable to our framework.
However, most distance-based approaches assume that all
edges in the graph have a uniform weight, which does not
accurately reflect the edges’ semantic variability. We propose a
weighted-distance measurement approach, which improves the
accuracy by integrating factors including the depth of a node in
the ontology hierarchy and the type of the links
connecting nodes in the format as weight into the
measurement metric. On this basis, the semantic relations

1 ZiEpath(C,lton) widis(C;, Ciy1)

/ N~ Yseaprofiles in A-Boj
/ ’ I AN
5 W 4%

Fig. 4 Example of projecting A-Box profiles to T-Box ontology

between concept nodes are respected and thus the
accuracy of the estimation is enhanced.

Specifically, when exploring semantic relations at the T
Box level, we assign different types of links with different
semantic distance-factor. For example, we assign the smallest
distance-factor to the equivalent-class edge that denotes the
two concepts at the end of edge are identical. Moreover, we
generally consider that the distance-factor of sub-class
(super-class) relation is shorter than that of other relations.
To support flexibility, we allow applications and users to
customize the distance-factor to reflect their special need.

Another important factor affecting the semantic distance
is the depth of the nodes in the ontology hierarchical graph.
In particular, concept nodes sharing ancestors (i.e., common
more general concepts) at lower levels should be more
similar than those whose common ancestors are at higher
levels. For example, the concepts “Database” and “System”
(with common ancestor ‘“Research”) in Fig. 2 are more
similar than “Research” and “Sports” (with common
ancestor “Interest”), even though the shortest paths between
“Database” and “System” and that of “Research” and
“Sports”, have the same length.

To materialize the aforementioned principle, we formally
define the similarity measurement as following.

Definition 1 (Profile Summary) The profile of user u can
be represented as a vector of T-Box concepts (classes and
properties) P, = {Cy, C3, ... C,} projected from the user’s
instances.

In this definition, a vector of T-Box concepts can be used
to summarize the profile in that users share a common
global T-Box ontology, thus the concept vector is able to be
mapped to a sub-graph in the global ontology graph.

Definition 2 (Concept Distance) The semantic distance
between two concepts C, and C, in a given ontology is
defined as:

dis(Cy, Cy) = 5 (

Ziepath(CamC,.{,,,,) Widis(ci7 Ci+1 )

Zjepath(Chton) W/dlS(CJ’ CJ"H)
ZjEpath(Cbtqu,,) wjdis((;f’ (:ffl) 7
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where C, is the common ancestor of C, and C, in the
hierarchical ontology graph, C,,,, is the root of the ontology
tree, Cy; is C;’s parent, and w; is the weight of edge
presented as a distance factor (i.e., the closer relationship,
the smaller the distance).

The semantic distance above defines the distance as a
“relative” distance to the distance between nodes and their
common ancestors, thus it integrates the edge weight with
the depth and the length of the shortest path.

Definition 3 (Concept Similarity) The concept similarity
between two concepts C, and C,, is defined as:

sim(Cy, Cp) = 1 — dis(C,, Cp).

The similarity between two concepts is defined as the
complementary of their semantic distance which is a value
between 0 and 1; consequently, the similarity is also
between 0 and 1.

Definition 4 (Profile Similarity) Given two profiles P, and
P,, the similarity between the two profiles is defined as:

>°1 max sim(Cx;, Cy;)
sim (P, P,) = —21" - :

where 7 is the number of concepts in profile P, and m is the
number of concepts in P, If sim(P,P,) is larger than a
user-defined similarity threshold ¢ (0<z<1), the profile P, is
said to be semantically related to P,.

Given two user profiles that are summarized as collections
of T-Box concepts, the similarity between these two profiles is
the normalized similarity of all related pairs of concepts. The
problem can be converted to compute pair-wise distances of a
DAG, which is a simple problem for a reasonably large graph.
The complexity of this problem can be represented as
O([P«[*|Py]) (£0(n?)), where P, and P, are the set of T-Box
concepts of the two profiles being compared, and n is the
number of nodes of the ontology graph. Because the
comparison is based on the common ontology graph, all
the pair-wise distances can be pre-computed so that the
results can be obtained quickly for future computation. As
illustrated by our experiments at Section 3, this profile
similarity measurement is scalable with the increase of the
properties (concepts) in the profile. Note that by this
definition, similarity is not a symmetric relation, i.e., “how
similar is 4 to B?” may give a different answer from “how
similar is B to 4?” Employing such an asymmetric
measurement exactly follows human judgment: some-
times, we say one object is similar to another one, but
not vice versa.

The aforementioned matchmaking matches profile summa-
rized at the T-Box level to locate potential friends. This process
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normally does not involve privacy issues because the
comparison is based on general domain of the user interests.
It is possible that there are needs to match users’ interests on
specific topics (e.g., democracy). We call it the exact profile
match at the fine-level. Exact profile matching needs users to
exchange their specific interests, which may involve private
information. Thus we require such measurement be privacy-
preserving. The details of how to evaluate the exact match of
user profiles on the fine-level with preserved privacy are
discussed in Section 2.5.

2.4 Routing controller

In social networks, an important issue is to discover users
of similar interests and resources with particular properties.
Due to the absence of a centralized intelligence, user/
resource discovery in mobile ad hoc networks is a very
challenging predicament. To circumvent such problems, we
propose a fully decentralized semantics-aware routing
algorithm, namely SDV (acronym for Semantic Distance-
Vector routing), on top of ad hoc networks to efficiently
discover friend and resources.

In SDV routing protocol, nodes proactively distribute
semantic summary of user/resource profiles within a certain
range to their network neighborhood. Based on the semantic
summaries, nodes construct routing tables. Specifically, each
node maintains an entry for every neighbor (adjacent node) in
the ad hoc network. Distance information, in terms of the
number of hops, is included so that the nodes are aware of not
only where but also how far the profiles in the neighborhood
are located. A node can make routing decisions by knowing
only its immediate neighbors and limited resource informa-
tion. In addition, a leap mechanism is used to expedite the
searching process by skipping over the “barren” areas, i.e., the
areas consisting of few resources/profiles.

The SDV routing is only used as a hint to find potential
matching nodes. When they have been located, the discovery
query is redirected to the candidate nodes for the finial
matchmaking. Real communication of a node is commonly
concentrated on a small number of particular candidate nodes.
Our proposed scheme avoids redundant flooding and reduces
the system overhead by integrating resource discovery with
the underlying ad hoc routing layer. This integration maxi-
mally exploits the interactions between the overlay routing
and physical routing protocols to optimize the routing
performance.

2.4.1 Routing table construction

Each node maintains a routing table, allowing a node to
select the best neighbor to transmit query. The routing table
contains both local and neighbor ontology information at
various distances in terms of number of hops. Each entry in
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the routing table depicts resources available from a
neighbor. Each neighbor entry (row) contains £ columns
for resources within the range: [1, k] hops. The k-hop limit
is termed radius and is predetermined. The first column of
the neighbor entry contains the profile vector from that
neighbor. The i-th column stores a set of profile vectors
from all nodes that are i-hops away via that neighbor. For
example, in Fig. 5 (a), by its routing table, node 4 knows it
can reach node B and node C’s ontology vector within 1-hop,
and a vector <C,, Cz> within 2- hops through node C.
Figure 5 also illustrates the updates on routing tables
when a new node E joins the network. Node E joins the
network by connecting to the existing nodes of the ad hoc
network within its transmission range (in this case, node 4).
After the connection is established, node E sends its profile
vector to node A. Similarly, node A updates node E with all
of the resource and distance information that node 4 has
knowledge of. Specifically, node 4 merges all neighboring
entries (rows) in the routing table into a single entry by
aggregating clements of the same distance and removing
duplicates. Node A4 also adds its local vector as the first
column to the merged entry. After the adjustments, node A
sends the merged entry to node E. The merged entry
represents resources accessible from node A and their
shortest distances to node 4. (Note that the last column
(2-hop column) is removed from the merged entry. This is
done due to the fact that the distance to node £ will be
farther than the pre-specified radius that is equal to two.)

neighb|  1-hop 2-hop

NS
<CaCoCrlgl]

2-hop
<CQ,C;3>
(a) Node E is joining the network

A

i
{
{

A <C1,C2,CQ> <Csng> A

1-hop
<C4 C7,Cg>
<05,Cg>

neighp
B

2-hop
<C5 Cg>
<C5,C8,Cg>

A <C1 ,C2,09>

1-hop 2-hop

<Ce,Ce,C9> e@l

ighg  1-hop

B <C4 C7,Cs>
C <Cs,Cg>
E <Ce,Cg,C9>

(b) Node E has joined the network

2-hop
<CQ,C3>

Fig. 5 Maintaining routing indices (radius=2). a Node E is joining
the network. b Node E has joined the network

After node E receives the merged routing entry from node
A, node E adds 1 hop to each column of the entry, and adds
an additional row in its routing table (as shown in Fig. 2
(b)). After node A receives node E’s information and
updates its routing table, node A informs its neighbors
(nodes B and node C) of this update.

To reduce the overhead of transmitting routing informa-
tion, a soft-state update mechanism is used, in which
instead of being exchanged for each update, routing
information is exchanged periodically. In particular, at
regular time intervals, each node sends updates (if there is
any) to and receives updates from its directly connected
neighbors. When a node receives routing information from
a neighbor, it updates its local table if the neighbor suggests
a “better” route than what it is aware at present. Eventually
all information within the range determined by radius are
known. The storage required by a routing table is modest as
we only store T-Box concepts in vectors, which is of a
limited size. Moreover, duplicated vectors are removed
before being sent to neighbors. Furthermore, the storage
space per neighbor can be adjusted by increasing or
decreasing the radius.

2.4.2 Query forwarding

A discovery query is in the form of a vector of ontology
concepts. When node N receives a friend-discovery query Q
that tries to find a friend for a node X, node N computes the
semantic similarity between node X and itself. If node N is
semantically related to node X, i.e., sim(Q,N)>t, node N
will send a reply to node X. At the same time, node N will
also evaluate the similarity between node X and node N’s
friends that most probably also are related to node X. If the
query’s time to live (TTL) has not expired, N examines the
I-st column in its routing table. If it finds the desired
profiles, then it is straightforward that those profiles are
only one hop away, and the query is forwarded to the
matching neighbor closest to the current node. If there is no
such match, the querying node searches for a match in the
2-nd column. It repeats the above procedure, until it finds a
match or traverses all columns in the routing table. A query
may be transferred several hops until arriving at the
matching node or the query TTL expires. To avoid
processing queries more than once, every query has a
unique query ID and every node keeps a list of recently
received query IDs. If a query has been received before, it
will be discarded.

2.4.3 Leap
By manipulating radius, we limit the distance profile

information can traverse. This reduces the size of the
routing table and consequently the overhead of transmitting
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the routing information. However, a node may not find any
(node) matches from its routing table to forward a given
query. When this happens, a query can leap over the
“barren” area through a long-distance link. Before reaching
the long-distance nodes, the /eap query is simply forwarded
between intermediate nodes without similarity matching.
After reaching the long-distance nodes, the leap query
becomes a normal SDV query. To discover those long-
distance links, the system employs an aggressive caching
technique, that is, after query evaluation is finished, the
query answer travels along the reverse path to the requester.
Whenever it is passed through a node, it is cached on that
node. Candidate long-distance nodes should be located
outside the neighborhood area and preferably those nodes
that responded to the previous queries.

2.5 Privacy manager

As mentioned in Section 2.3, after users of similar interests
are identified, there may exist the need to further search for
exact matched user profiles. As defined in Section 2.3, at
fine-level, user profiles are represented as a set of triples
<subject, predicate, object> that describe users’ properties.
We say triple t; <subject;, predicate;, object;> equals t,
<subject,, predicate,, object,> if subject; = subject,,
predicate; = predicate,, and object; = object,. Then given
two user profiles P; and P,, | PN P,| is defined as the
number of equivalent triples in P; and P,. We say user u; has
an exact-matching with user u, if % > u, where Py and
P, are the profiles of user u; and u,, and p is a given
threshold. Note that matching is not symmetric, i.e., u; has a
matching profile with user u, but u, may not match with u,.

An important issue in the exact match scenario is privacy.
Because the exact matching of user profiles involves users’
private information, for example, profession and hobbies, no
one is willing to reveal his/her profile to the others, especially
strangers. Then the challenge is how to check whether two
users have exactly matched profiles without revealing their
profiles to each other.

To address this challenge, we design our privacy controller
component to realize privacy-preserving exact matching of
user profiles. We assume that although the users do not want to
reveal their whole private profiles, they do not care to let the
others know the mutual common interests. Based on this
assumption, we adapt the private set intersection protocol [10,
24]. Before we explain the details, we introduce the basic
concepts of the private set intersection protocol.

The problem of privacy-preserving set intersection is to
design a protocol for two or more parties, each having a
private dataset, to compute the intersection of their sets
without revealing to each other any of the remaining elements.
For example, suppose that 4 has set {a;, a,, as, a,} and B has
set {a;, as, b;, b,}. Then both 4 and B can learn that {a;, a,}
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is the intersection set. However, 4 cannot learn that B has b,
and b, similarly B cannot learn that 4 has a; and a,. Several
cryptographic solutions have been proposed recently for the
privacy-preserving set intersection problem [10]. Ref. [10]
presents a protocol based on the use of homomorphic
encryption and balanced hashing. Homomorphic encryption
is a well-known technique in cryptograph [7, 36]. A
cryptosystem with encryption function E is said to be
homomorphic, if E(x).E(y) = E(x +y), Where x and y are
two plaintext message blocks. Then by the protocol in [10],
party A computes a degree-m polynomial that has {x;, ..., x,,}
as roots: P(x;) = Y_7" ax. Using a homomorphic encryp-
tion scheme, the coefficients o; of the polynomial are
encrypted with the client’s private key and E(c;) are sent to
party B. B then uses the homomorphic properties of the
ciphertexts to compute E(P(y;)) = E(>_ 1, a,»yj’:). Moreover,
B multiplies each result by a random number 1; to get an
intermediate result, and adds to it an encryption of the value of
the input, E(r;*P(y;) + y;). At the end, for each of the
elements in the intersection of the two parties’ inputs, the
result of this computation is the value of the corresponding
element, whereas for all other values the result is random.

To adapt the privacy-preserving set intersection protocol
to SMSN, each triple <subject, predicate, object> in the
user profiles is transferred to a string by concatenating
subject, predicate and object together. Then each user
profile is equivalent to a set of keyword strings. By
applying the private set intersection protocol in on the sets
of keyword strings, the intersection between the user
profiles that correspond to specific matching interests is
returned. The complexity of the protocol is O(mn), where m
and n are the number of private triples in two input profiles.
It is straightforward that the protocol is secure because no
user learns more than the computed intersections of their
private profiles.

2.6 Prototype implementation

The SMSN prototype is fully implemented in Java 2
Micro Edition (J2ME) and deployed on a set of twelve
SonyEricsson_K750 cellular phones. J2ME’s Bluetooth
API (JSR 82) is used for Bluetooth-enabled mobile
phones. The prototype implements all of the core
features of our SMSN framework. These features
include: profile generating, friend matchmaking, routing
control, and privacy management. We also implemented
the ad hoc multi-hop text messaging and file sharing as
part of the service pack for SMSN. Figure 6 shows the
screenshot of an application running on the J2ME
simulator. We have released the open source SMSN project
on Google Code (with name MobiSN). The prototype can
be downloaded from SMSN website [46], and the Google
Code site [50].
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3 Experiment

In this section, we evaluate the performance of the
proposed system in ad hoc networks.

3.1 Setup

To effectively simulate SMSN, an enclosed ad hoc network
environment was considered. We created networks contain-
ing different numbers of nodes, spreading randomly over an
area of 200 mx200 m. The density of the nodes was
adjusted throughout the simulations. The mobility of the
nodes was similar to that of the “random waypoint” model
as reported in [3]. In this model, initially, the nodes are
randomly distributed within the enclosed area. Each node
has a randomly picked destination, towards which, the node
moves at a predetermined speed. The faster their relative
speed, the more dynamic the network is. Once a node
reaches its destination, the node pauses for a predefined
interval of time, then it repeats this movement pattern. The
pause time controls how long a node can remain in one
place before moving. The longer the pause time, the more
stable the network is. The transmission range of a node was
predetermined to be 10 m.

In the network, each node has its own set of generated
ontological profile. To abridge the ontology data, we
consider the ontology data as a pure hierarchical relation-
ship with some equivalentClass relationship. Specifically,
the ontology data was generated by observing the T-Box
ontology schema that includes the definition of the classes
and corresponding properties. The classes and properties
form a multilevel hierarchy. We limit the number of levels
and branching factor to four. A user profile was created by
instantiating the classes. Each user profile contained 1-5
interest classes with detailed instantiation. The various
simulation parameters and their default values are listed in
Table 1.

3.2 Results and discussions

We start the evaluation of SMSN by first recording the
effectiveness of our ontology-based similarity measure for
friend and resource discovery. We compare our ontology-
based similarity measure with semantics-free exact-match
as two different ways of matching profiles in the process of
friend and resource discovery. The exact-match approach
matches profiles by comparing their keywords to identify if
the profiles have enough common keywords (beyond a
threshold). This approach does not take into account the
specific meanings of these keywords in the ontology or the
relationships between keywords. For our ontological sim-
ilarity matching, we use two similarity threshold #, 0.6 and
0.8, respectively.

Table 1 Parameters used in the simulations

Parameter

Range (default)

Network size

Environment area

Node moving speed

Node transmission rage

Node pause time

Query rate

Query message size

Partial routing update message size
Complete routing table update message size
TTL

No. of walkers

Routing table radius

Routing table update frequency

No. of ontological classes in node’s profile
Total no. of classes in the common ontology
Semantic similarity threshold

No. of queries per simulation session

100-1100 (500)
200 m*200 m
1-20 m/s (1 m/s)
10 m

0 s-80 s (20 s)
100 queries/s

1 packet

1 packet

15 packets

1-9 (4)

1-5(2)

1-5(2)

every 2 seconds
1-5

50

0.8

20 K
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Figure 7 depicts the findings of our first set of
simulations. As it can be seen, our ontology-based match-
ing technique identifies multifold more relevant fiiends
compared to the exact-matching. This is simply because our
similarity function measures the similarity on the semantic
level rather than the syntax level. Therefore, even if two
profiles are quite different literally, they can be pretty
related semantically. We also observe that when the
similarity threshold decreases, the number of results
increases. This relationship holds true because more
relevant relations can be identified. This relationship also
is an important property when a given social network may
not have many participants. Therefore, SMSN users may
have the leverage to relax the criteria for friend matching to
construct a social network with sparse user population that
is an option that is not available in any of the currently
existing social networks. Moreover, because ontological
search eliminates the problem of semantic ambiguity, such
as polysemy and homonymy, results returned are relevant
with extremely high precision.

To evaluate the scalability of our profile matching
algorithm, we measure the time cost needed to compute
the similarity between profiles with increased number of
properties. The experiment was performed on the J2ME
simulator environment. In the experiment, the global profile
ontology is modeled as a hierarchical tree-like structure
representing the classification of general interests. The
tree’s depth is 4 and its branching factor is 5. We vary the
number of interests each user possesses and then measure
the latency needed to compare the different sized profiles.
As shown in Fig. 8, the latency does not change much as the
number of properties increases. This proves that our profile
matching algorithm is scalable in terms of the profile size.

Simulations also were carried out to validate and
characterize the performance of the proposed ad hoc
routing algorithm. For comparisons, we implemented
node discovery based on flooding and probabilistic-
flooding (p-flooding) techniques [16, 32]. The flooding-
based technique was chosen as a reference approach for
its simplicity and prevalence that in fact, made it a widely
used baseline for many previous research efforts [26].
The p-flooding technique is a controlled flooding that

30

w—— 1
20 -

w2
10 + 01
0 1

i )2

1 2 3 4 5

Fig. 7 Number of friends discovered vs. routing hops El: Exact
instance-level match, E2: Exact class-level match, Ol: Ontology
similarity measure with #=0.8, O2: Ontology similarity measure with
t=0.6.
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Fig. 8 Profile size vs. computation time

rebroadcasts only with a certain probability p. To simplify
our simulation set up, instead of using a given probability
p, each node chose a certain predetermined number of
neighbors (referred to as walkers) to forward the query.
We set the number of walkers as three for both the SDV
and p-flooding routing procedures.

Figure 9 compares the efficiency of three different
discovery mechanisms, in terms of number of results found
with respect to the number of hops used (Fig. 5(a)), the
query latency of finding certain number of results (Fig. 5
(b)), and the query overhead caused to locate certain
number of results (Fig. 5(c)). It is an undeniable fact that
flooding can identify more results and use shorter latency
compared to the other two techniques. However, the query
overhead of the flooding is much higher compared to the
other two approaches. In contrast, the proposed SDV
technique identifies comparative number of results and
incurs much less query overhead compared to the other two
techniques.

Figure 10 illustrates the bandwidth overhead including
both the query and maintenance overhead incurred by each
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Fig. 9 The comparison of query efficiency
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of the three routing protocols. Figure 10(a) compares the
overall bandwidth overhead. We can see that the SDVand
p-flooding techniques use much less bandwidth com-
pared to flooding technique to get the same number of
results. Figure 10(b) shows the composition of the
overhead, i.e., the ratio of the query overhead and
maintenance overhead. Most of the overhead of the
flooding and p-flooding techniques is caused by query
forwarding, and a minute overhead is caused by mainte-
nance. For the proposed SDV technique, the maintenance
overhead accounts for a higher proportion, because it
proactively maintains routing tables for each node so that
a route is generally available when needed. In essence,
out of all three protocols, the proposed SDV technique
performs best in ad hoc networks that are characterized
by heavy query traffic.

Figure 11 gives an overview of how mobility affects the
system performance. Specifically, it shows the number of
query results returned with different moving speed and
pause time. We can see that the SDV technique is resilient
to mobility. It performs well in most mobile situations. In
the worst case when mobility level is very high (nodes do
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3 2000000 - =50V mp-flooding

w

W
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g 0 (-
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speed (m/s) and pause time(s)

Fig. 11 The effect of mobility (v: moving speed, p: pause time)

not pause and move so fast that cannot happen in a social
network reality), the performance of SDV deteriorates to a
state similar to p-flooding.

Finally, Fig. 12 illustrates the influence of the radius on
SDV’s query performance. When radius=0, the SDV
algorithm degrades to a p-flooding algorithm. Initially,
increasing the radius increases the nodes’ knowledge of the
network, thus improving the query performance. When the
radius grows to 3, nodes have a good knowledge of the
network; further increasing the radius does not bring more
benefit but incurs much more overhead because of a larger
routing table.

As a summary, the simulation results demonstrate the
unique properties and superior advantages of the pro-
posed framework. The profile similarity measure exper-
iment illustrates the intelligence of the ontology-based
measure in discovering friends and resources compared
to traditional key-word-based measurement. In the query
routing experiments, we have shown that the SDV
routing algorithm, compared to flooding and p-flooding,
significantly improve the success rate in rouging the
query messages to right destinations, and at the same
time produces less overhead. Moreover, it is resilient to
high mobility.

4 Related work

This section gives an overview of technologies and research
related to this paper.

4.1 Mobile social networking

The notion of mobile social network is not new. As
mentioned in Section 1, there are many mobile social
network applications and commercial products. In recent
years, we have seen a few social networking applications
that use ad hoc communications rather than costly Internet
access. For example, Jambo Networks [18] uses Wi-Fi
enabled laptops, cell phones, and PDAs to match users
within walking distance that have similar interests and
would like to meet face to face. There also are Bluetooth
enabled commercial applications, such as Nokia Sensor

£ 300000
$ 200000 -
S 100000 -
o
= 0 ; = ; ; ;
0 1 2 3 4 5
radius

Fig. 12 The effect of radius
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[33] and MobiLuck [31] that offer profile-based match-
making. SMSN is similar to these applications in the sense
that they all utilize ad hoc networking; however, SMSN
extends the simple single-hop keyword-based profile
matching to a large-scale multi-hop intelligent semantic-
based profile matching, and provides a general architecture
that will be germane for different social networking
applications.

Besides the commercial products, there are also many
research works studying the new trend of mobile social
networks [51-54]: BlueDating [53] provides dating
services for mobile phones with Bluetooth support. Users
can specify their personal profiles and the profile of the
persons that they are interested. When two persons come
into physical proximity, profiles are matched. PodNet [51]
uses a delay-tolerant content distribution architecture
allowing exchanging multimedia content from mobiles
to mobiles in an opportunistic fashion using Wifi. MEN
(for Mobile Encounter Network) [54] is a short-range
wireless communication scheme. MEN can be used as an
information search system on the market environment. It
acts as a middleware for bridging consumers and the
service/product providers. MEN allows services and
products being promoted at the location where they are
available.

Among these existing research works, our system is
most similar to the SAMOA system [52]: SAMOA also
utilizes semantics-based profile modeling and matching
algorithms for social-network extraction, and creates social
networks among users in physical proximity. Our SMSN
system has three major advantages over SAMOA system:
(1) SAMOA system distinguishes users as managers and
clients. The major functions such as profile matching can
only be performed at the managers’ site. (2) Although the
paper does not explicitly point out, SAMOA system has
higher computation (memory/CPU/power) requirements for
the manager devices because of the complex semantic
operation required by their use of Protégé and Pellet.
Therefore, the role of a manager in SAMOA can only be
taken by devices equipped with higher power such as
desktop, laptop, and cannot be taken by handheld devices
such as cell phones and PDAs which only have limited
computation power. On the other hand, our SMSN system
decomposes the semantic profile to small elements and
simplifies the semantic operations to set operations. All
peers in our system can be resource-constrained mobile
devices such as PDAs and cell phones. (3) The SAMOA
system uses broadcasting and IP-based point to point routing
to realize communication between users. In SMSN, we
propose a cross-layer routing algorithm to forward messages
to related nodes only. As shown in our experiments, this
routing strategy can dramatically save the network bandwidth.
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4.2 Other related technologies
4.2.1 Ad hoc network routing

Our proposed multi-hop resource discovery routing protocol
integrates semantic index with state-of-the-art ad hoc routing
procedures to achieve maximal performance. Existing ad hoc
routing protocols may be grouped into three different
categories: proactive/table-driven, reactive/on-demand, and
hybrid. Proactive protocols maintain routing tables for each
node and periodically update the table to track the changes in
network topology. They are more suitable for small-scale
MANETs with low node mobility and heavy traffic. DSDV
[39], WRP [30], OLSR [5], CGSR [6], and TBRPF [34], are
examples of this type of protocols. Reactive routing
protocols, on the other hand, find and maintain routes only
when needed. The obvious advantage with discovering
routes on-demand is to avoid incurring the cost of maintain-
ing routes that are not used. Examples of this type of
protocols are DSR [22], AODV [40], and TORA [37].
Previous experiments show that hybrid protocols can provide
a better compromise between communication overhead and
delay as well as better scalability. There have been efforts of
combining proactive and reactive approaches, such as ZRP
[15], ZHLS [21], HSLS [44] and CBRP [20]. Our proposed
SDV procedure may be considered to be similar to hybrid
protocol; however, the SDV procedure: (a) integrates
semantic resource information with underlying routing
procedures, (b) proactively maintains resource routing
information of nearby users, and (c) use long-distance links
to discover farther resources on-demand.

4.2.2 Semantic web and ontology

In our work, we employ techniques from the Semantic Web
to define user profile thus making search more expressive
and intelligent. The Semantic Web relies on ontologies [12]
that structure underlying data for the purpose of compre-
hensive and transportable machine understanding. FOAF
(Friend-of-a-Friend) [14] is an ontology to describe user
profiles, friends, affiliations, creations etc. It has been used
in some social network applications, such as Facebook to
define user profiles. As the mobile ad hoc nature of our
system, we cannot use FOAF directly; instead, we adopt
partial concepts from FOAF and add more dynamic concepts.
Von Hessling et al. [47] propose a model where semantic user
profiles are used in a P2P mobile environment. The user
profile is represented with simple Description Logics(DL)
[2], consisting simply of the union of interests and
disinterest. The DL is used to match services and profile
description. SMSN is the first system that integrates
ontologies not only in profile definitions but also in
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matchmaking and routing; therefore SMSN is by definition a
fully semantics-based social network, and the first one in
existence.

4.2.3 Privacy preserving control

Secure two party computation was first investigated by Yao
[49] and was later generalized to multiparty computation.
Goldreich proves that there exists a secure solution for any
functionality [11]. It shows that the size of the protocol
depends on the size of the input. To reduce the computation
complexity for large inputs, several algorithms have been
proposed for efficient computation on specific function-
alities. Examples include secure summation [45] scalar
product [1], secure set union [23], and private permutation
[9]. Our paper considers private-preserving set intersection
operation.

5 Conclusion

This paper introduced a new network application scenario for
social interaction — the semantics-based mobile ad hoc social
network, SMSN. The SMSN system will eventually revolu-
tionize the ways that humans interact with each another by
removing the barriers resulting through unfamiliarity. In
particular, we designed an ontology model to define users’
profile and proposed a semantics-aware discovery mechanism
to locate users with similar interests to create social network.
With SMSN, social network applications, such as resource
sharing, profile browsing, and instant messaging, can be
efficiently performed. Moreover, SMSN is able to support an
entire new class of advanced semantics-aware social network
applications.
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